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Products Comparison

SEG SMX 365 MICROSOFT 365
STANDARD SECURITY

Connection filtering v v v
- DMARC, SPF, DKIM, RBLs, DBLs

Inbound & Outbound filtering v v v
- Spam, Phishing, Malware

SMX ADVANCED SECURITY
Multi-layered defense in-depth

- Multiple world class commercial engines

- Mix of fingerprint and Al/ML engines to detect
known and unknown threats
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Regional Threat Profiles
- Australasian profiles, targeting in-region threats
- Cert NZ phishing disruption service integration

URL Analysis & Defence
- Identify and warn on suspicious URLs
Whaling Protection

- Identify and warn of impersonation of high risk

individuals (C-suite, staff with financial authority)

Enforced TLS policies X
- Define and enforce TLS encryption policies

between partnering organisations

SMX Intelligence API (SIEM)
Provides a detailed, real-time feed of message X v X
delivery and threat information

SMARTRULES®

Data Loss Protection (DLP)

- Standardised templates ensuring best-practice
- Drag and drop rule builder

Custom Rules Engine v v v

QUARANTINE

Quarantine Rules

Quarantine Grey Mail

QSR (Quarantine Self-Release) — End-
User Portal
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MANAGEMENT

User Management Platform
Mail analytics, reporting & dashboard
MFA (Multi-Factor Authentication)
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MICROSOFT 365 AUGMENTED
CAPABILITIES

SMX 365 is designed to work inline with Microsoft
365 security capabilities - to compliment, not % v b 4
compete or disable.

Phishing Accuracy

- Using SMX 365 + Microsoft 365 greatly improves

detection accuracy x v X
- Minimizes the risk of phishing emails landing in

user inbox or junk folders

Exchange Online Protection

- Connection filtering

- Anti-spam b 4 v

- Anti-malware ** Simple, base security
- Phishing

- ZAP (remediation)

Microsoft 365 Defender*

- Safe Links X v v

- Safe Attachments

- Anti Phishing

* Requires customer license for MDO - E5 etc.
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